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Our References Y G%om
SECURITY

SIEMENS - Security Consultants of the Teli Aviv Light Rail

ENM - Risk assessment , Training Program, Security
Concept, Procedures

ALSTOM - Market Research

GD - Risk assessment of Port Authority of Allegheny

County LRV system
PAAC
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_ Our References SRS/

SECURITY

M‘ii - Risk Assessment, Training Program, Procedures
g rerrovie - Risk Assessment Milan - Bologna High Speed Line
/-?:' - Risk Assessment, Training Program, Procedures

METROCAMPANIA - Risk Assessment, Engineering Design of Security

=NORDE=ST Solutions
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Our References F G4, B
SECURITY

- Risk Assessment

CIRCUMVESUVIANA Risk Assessment

Ferrovia e Funivia

_Design of Level Crossing Protection

AL

4 4 - Risk Assessment
BRESCIA MOBILITA

- Risk assessment of Warsaw stations

@) - Conceptual design

- Detailed design
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Brahmaputra Train Blasts 127.11.08 Mumbai CSTT 26.11.08
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The Challenge %

To enhance security in a cost-
effective manner 1T while providing
continuous transportation services
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Threats Faced by the Industry %M ;

SECURITY

' Potential casualties and damage

‘[ CBRN (Chemical, Biological, Radiological, Nuclear) J
O [HAZMAT (Hazardous Materials)}
» [Cyber attackJ

o { Conventional Attacks ]

O { AccidentsJ

% [Natural disasters}

» { Criminal activityJ

O [ Public order disturbanceJ

[

Probability of occurrence
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Risk Profile - Tactics |
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Bombing is currently
the main threat
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TEAM
SECURITY
ASSET AND SECURITY OPERATIONS [ AS;gSRSESTENT J
INVESTIGATION (SITE SURVEY)
SCENARIO
CONSEQUENCES VULNERABILITY PROBABILITY DEVELOPMENT
INVESTIGATION ASSESSMENT OF ATTACK
. - SECURITY PILARS
RISK QUANTIFICATION ( SECURITY AND FRONTLINE |
~ o L PERSONNEL TRAINING )
s N
COUNTERMEASURES [ PHYSICAL AND TECHNOLOGICAL )
L INVESTIGATION ) L SECURITY COUNTERMEASURES )
(" PROCEDURES FOR ROUTINE AND |
L EMERGENCY SITUATIONS )

[ AUDITING & MONITORING J
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SECURITY

OCC/SSC Tunnel & At - grade Stations - Stations - Rolling
portals

platforms  concourse  stock Stops Depot

Cyber attack

Car bomb Medium Medium
Suicide bomber Low Medium Medium Medium Medium Medium
IED Low Medium - Medium Medium Medium | Medium Medium
Dangerous . . .

Terror substances Low Very low Medium Medium Medium Low Low
2::22" Wit 07 Low Low Medium Medium Medium Medium Medium Low
H_OSt"’?ge Very low Low Low Low very Very low
situation low
Sabotage Low Low Medium Low Low Low Very low
Tralq Medium Medium
derailment
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Integrated approach to Solutions

Mass Transit Security Concept

Trained
Personnel

Auditing &
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Procedures
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Mitigation  Deterrence Detection Verification
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Implementing Security Solutions

Comprehensive Security Solution

«Now How ¥ TECHNOLOGY

SOLUTIONS & PHYSICAL
SOLUTIONS
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Security plans are developed in order to establish a framework in
which a comprehensive, effective and sustainable security
programs can be implemented and maintained.

Management and

Maintenance of the Security Emergency Organization and
Plan Procedures Management of Security

Access Control Alert Levels Man Power Security
Policy Controls

Risk Management System and Organization Supporting
Description Documents

Security Training and Information Sharing and External
Environment Exercises Contacts
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ARoutine and emergency procedures to prevent, prepare for,
detect, respond to and recover from various attacks
following a variety of scenarios

APrinciples:

3 Derived from a comprehensive threat and risk
assessment

sCorrelated with the organi z
and capabilities

3 Define guidelines and courses of action
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ASecurity personnel trained to perform all security tasks
under routine conditions and during emergencies

AFrontline trained employees who are the most effective
Asensorso, can take care of
addition to their regular operational tasks

AManagement staff trained to effectively manage security
operations on a continuous basis, and deal with the
operational aspects of terror-related incidents
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Motion detector

Access control
and Keyboard
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Solutions for Transit Stations and Terminals % 3
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:
§
:

: sucammorciy Smart CCTV and
::;:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:- : recordin g syste ms
Security signs & public . i

announcements

i

Anti-ram measures -
Designer: Zechner & Zechner ZT GmbH Law enforcement

K-9 patrol
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Solutions for Transit Stations and Terr
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SECURITY =

Metal detectors &
baggage screening

Securlty signs & publlc y
announcements

Security by design Blast containment
trash cans

Designer: Zechner & Zechner ZT GmbH
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Turnstile gate
VLS and fleet management

Onboard CCTV Driver shield
Security by design
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