
Proprietary G-Team Security1

Mass Transit & Railroad Systems Protection ï

Practical Approach

Presented by: Chanan Graf - General Manager
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Our Services 

Threat and Risk

Assessments

Security 

Concepts

Security & 

Emergency 

plans

Procedures

and Training 

Programs

Engineering 

Design of 

Security 

Solutions

Preparation & 

Evaluation of 

Tenders

../../../../DOCUME~1/hanan.g/LOCALS~1/Temp/Temporary%20Directory%201%20for%20Mass%20trnsit%20sulutions1_6%20(2).zip/�����%20�����/the%20bridge.mpg
../../../../DOCUME~1/hanan.g/LOCALS~1/Temp/Temporary%20Directory%201%20for%20Mass%20trnsit%20sulutions1_6%20(2).zip/�����%20�����/the%20tunnel.mpg
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- Market Research

- Risk assessment , Training Program, Security    

Concept, Procedures

- Security Consultants of the TelïAviv Light Rail

PAAC

- Risk assessment of Port Authority of Allegheny   

County LRV system

Our References

http://corporatedealmaker.thedealblogs.com/images/alstomLogo.png
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Our References

- Risk Assessment, Training Program, Procedures

- Risk Assessment Milan - Bologna High Speed Line

- Risk Assessment, Engineering Design of Security 

Solutions

- Risk Assessment, Training Program, Procedures

http://www.metro.na.it/metro/Skip_metro1/Logo2.jpg
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5

- Risk Assessment

- Design of Level Crossing Protection

- Risk Assessment

Our References

- Risk Assessment

- Risk assessment of Warsaw stations

- Conceptual design

- Detailed design  
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Worldwide Partnership

..\Movies\311.trainbombs.tv2.wmv
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Unfortunate Results
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The Threat is Real!  

Moscow Subway ï29.03.10

Mumbai CST ï26.11.08

Nevsky Express ï27.11.09  

Brahmaputra  Train Blasts ï27.11.08  



Proprietary G-Team Security9

The Challenge

To enhance security in a cost-

effective manner ïwhile providing 

continuous transportation services
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Threats Faced by the Industry

Potential casualties and damage

Probability of occurrence

CBRN (Chemical, Biological, Radiological, Nuclear)

HAZMAT (Hazardous Materials)

Cyber attack

Conventional Attacks

Accidents

Natural disasters

Criminal activity

Public order disturbance



Proprietary G-Team Security11

Risk Profile - Tactics

Bombing is currently 

the main threat

11
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First Step - Risk Assessment

ASSET AND SECURITY OPERATIONS

INVESTIGATION (SITE SURVEY)

CONSEQUENCES 

INVESTIGATION

PROBABILITY 

OF ATTACK

SCENARIO 

DEVELOPMENT

THREAT 

ASSESSMENT

VULNERABILITY 

ASSESSMENT

RISK QUANTIFICATION

COUNTERMEASURES

INVESTIGATION

SECURITY PILARS

SECURITY AND FRONTLINE 

PERSONNEL TRAINING

PHYSICAL AND TECHNOLOGICAL

SECURITY COUNTERMEASURES

PROCEDURES FOR ROUTINE AND 

EMERGENCY SITUATIONS

AUDITING & MONITORING
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Qualitative Assessment 

OCC/SSC
Tunnel & 

portals
At - grade

Stations -

platforms

Stations -

concourse

Rolling 

stock
Stops Depot

Terror 

Cyber attack High 

Car bomb Medium High Very high High Medium

Suicide bomber Low Medium Medium Medium Medium Medium

IED Low Medium High Medium Medium Medium Medium Medium

Dangerous 

substances
Low Very low Medium Medium Medium Low Low

Attack with fire 

arms
Low Low Medium Medium Medium Medium Medium Low

Hostage 

situation
Very low Low Low Low

Very 

low
Very low

Sabotage Low Low Medium Low Low Low Very low

Train 

derailment
Medium Medium  

13
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Mass Transit Security Concept

Integrated approach to Solutions

Trained 
Personnel

Systems
& means

Auditing & 
Monitoring

Procedures       
& Drills
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Prevention  

ÁHardening 

ÁSecurity by design

ÁBarriers

ÁGlass limitation

ÁVisible security

ÁK9 Units

ÁSporadic searches

ÁBaggage screening

ÁCCTV

ÁMonitoring

ÁPIDôs &IDSôs

ÁAccess control

ÁVideo analytics

ÁSmart Fence

ÁSuspicious sign

ÁCCTV

ÁSecurity personnel 

ÁK9 Unit

Mitigation VerificationDetectionDeterrence
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Implementing Security Solutions

Comprehensive Security Solution

TECHNOLOGY 

& PHYSICAL 

SOLUTIONS

KNOW HOW 

SOLUTIONS
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Security Plans

Security plans are developed in order to establish a framework in 

which a comprehensive, effective and sustainable security 

programs can be implemented and maintained.

System and Organization 

Description 

Security 

Environment 

Training and 

Exercises 

Organization and 

Management of Security 

Alert Levels 

Information Sharing and External 

Contacts 

Supporting 

Documents 

Management and 

Maintenance of the Security 

Plan

Man Power Security 

Controls

Access Control 

Policy

Emergency 

Procedures

Risk Management
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Security Procedures

ÅRoutine and emergency procedures to prevent,  prepare for, 

detect, respond to and recover from various attacks 

following a variety of scenarios

ÅPrinciples:

ƺDerived from a comprehensive threat and risk 

assessment 

ƺCorrelated with the organizationôs structure, resources 

and capabilities

ƺDefine guidelines and courses of action
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Trained Personnel

ÅSecurity personnel trained to perform all security tasks 

under routine conditions and during emergencies

ÅFrontline trained employees who are the most effective 

ñsensorsò, can take care of the initial response actions in 

addition to their regular operational tasks

ÅManagement staff trained to effectively manage security 

operations on a continuous basis, and deal with the 

operational aspects of terror-related incidents
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Combining personnel and technology
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Protecting Train Stations

GE

Centr.

Loc.

Tecnico

Loc.

C.T.

Sala

ACEI

U.M.

Biglietteria Atrio/Sala Attesa

Area SSE

Su

Cameras

Loudspeaker

Motion detector

O
Access control 

and Keyboard

O

Points of 

Intrusion 

detection

Public 

areas

Restricted 

open areas

Technical and 

operative rooms

Ticket Office Waiting room/Hall

Techn.

Office
O

Interlock. 

room
Power
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Solutions for Transit Stations and Terminals 

(Outdoor)

K-9 patrol

Anti-ram measures
Law enforcement

Lighting

Designer: Zechner & Zechner ZT GmbH 

Security signs & public 
announcements

Smart CCTV and 
recording systems

http://images.google.co.il/imgres?imgurl=http://www.darksky.org/fixtures/2000/softh.jpg&imgrefurl=http://www.darksky.org/fixtures/2000/glfh2000.html&h=523&w=375&sz=33&hl=iw&start=35&tbnid=KSqPcP-msrboSM:&tbnh=129&tbnw=92&prev=/images%3Fq%3Dpole%2Blighting%26start%3D20%26ndsp%3D20%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DN
http://images.google.co.il/imgres?imgurl=http://www.niton999.co.uk/product_pics/ASSEC10RIG.jpg&imgrefurl=http://www.niton999.co.uk/asp/product.asp%3Fid%3D963&h=187&w=250&sz=24&hl=iw&start=6&tbnid=jnHkmyx3wgyHsM:&tbnh=79&tbnw=106&prev=/images%3Fq%3Dunattended%2Bbags%2Bsigns%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DG
http://www.baltika-cctv.ru/inc/solaris_alt2.jpg
http://images.google.co.il/imgres?imgurl=http://www.wrexham.gov.uk/images/cctv/cctv13.jpg&imgrefurl=http://www.wrexham.gov.uk/english/community/CCTV.htm&h=220&w=160&sz=5&hl=iw&start=85&tbnid=IedpZ2s_I5sDJM:&tbnh=102&tbnw=74&prev=/images%3Fq%3Dcctv%26start%3D80%26ndsp%3D20%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DN
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Solutions for Transit Stations and Terminals 

(Indoor)

Security signs & public 
announcements

Blast containment 
trash cans

Metal detectors & 
baggage screening

Call box

Designer: Zechner & Zechner ZT GmbH 

Security by design

http://images.google.co.il/imgres?imgurl=http://www.niton999.co.uk/product_pics/ASSEC10RIG.jpg&imgrefurl=http://www.niton999.co.uk/asp/product.asp%3Fid%3D963&h=187&w=250&sz=24&hl=iw&start=6&tbnid=jnHkmyx3wgyHsM:&tbnh=79&tbnw=106&prev=/images%3Fq%3Dunattended%2Bbags%2Bsigns%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DG
http://images.google.co.il/imgres?imgurl=http://www.barcelona-tourist-guide.com/image-files/metro-ticket-booths.jpg&imgrefurl=http://www.barcelona-tourist-guide.com/transport/barcelona-metro.html&h=245&w=321&sz=21&hl=iw&start=9&tbnid=4I_WFIB-MmiHjM:&tbnh=87&tbnw=114&prev=/images%3Fq%3Dticket%2Bmachines%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DG
http://images.google.co.il/imgres?imgurl=http://www.guillermina.com/cats/philippines/philippine%2520bench.jpg&imgrefurl=http://www.guillermina.com/cats/philippines/philippine%2520bench.htm&h=1160&w=2000&sz=1564&hl=iw&start=2&tbnid=o_UPqU7qTyyumM:&tbnh=87&tbnw=150&prev=/images%3Fq%3Dbench%26ndsp%3D20%26svnum%3D10%26hl%3Diw%26lr%3D%26sa%3DN
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Vehicles

Panic button

Two-way radio

Driver shieldOnboard CCTV

 

Turnstile gate
VLS and fleet management

Security by design


